Nz
(o) e ST ) oS ool izioo ol
Sle M| 6)91:5 9 )49.»*0[5 (eI saSislo
oAb cwwel (Sl

(WA ot 2 45)

PKI

Ols= Sl o gius
nastooh@aut.ac.ir



PKI £a 031 ol (Slao

s29oL S LSl o

PKC Sy i v
o3 oS mw jlxel 4 5L5 O

-~

=

Trudy

eBank

Internet

Plad meds sl S5

9 nastooh@aut.ac.ir



PKI £a 031 ol (Slao

s29oL S LSl o

PKC &, [Kiw v

o3 oS mw jlxel 4 5L5 O
Public KEYs

Internet

Plad meds sl S5

3 nastooh@aut.ac.ir



PKI £a 031 ol (Slao

Bank’s Certificate

Internet

Plad meds sl S5

4 nastooh@aut.ac.ir



PKI £a 001 il ils

s29oL S LSl o

sl 5 ol, v

Sib Lawgs PKI 51 aslialeS cob o 0

3 Jlesws slael G as canl SOl coges oS (gl aoliales ool Ly as ©
ol 0,55 T b PKI

& oo 50 (5l SO oy asl calsS” Jlu)l O
b (s o Lawgi dolialss iw ylocl O
ol 5 PRI (agee oS &0 IS pl 6l @
aoli 2lg8 o liel 5l o « b coges ol 5l eolaul O

fols J> JKiw L]

5 nastooh@aut.ac.ir



PKI £a 001 il ils

o9ot S Cslu o)
sl 5 ol, v

o le uﬁl.a o‘) Lé‘.u O
55 (55 5550 Wi) Jole s 5 iolan (5, & PRI agas oIS cpols )3

%) nastooh@aut.ac.ir



PKI £a 001 il ils

s29oL S LSl o

Lgos (5 aalialss SV
23 525 sloakd Jalt il e (9 5 ol S5 O

Serial Number: xx00000000123
Name: Nastooh Bank

Email: info@nastooh.bank
Address: Tehran, IRAN.

Valid from: 21 may 2018, 12:17:57
Valid to: 21 may 2020, 12:17:56
Issued By: CA X625

Public Key: XXXXXXXXXXX
Digital Signature: XXXXXXXXX
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Certificate
Details | Certification Path

Show: [qp.]l;- v]

Field Value E

DSignaturE algorithm shaZ5aRSA

BSignaturE hash algorithm sha2sa

Dlssuer Kaspersky Anti-Virus Personal ...

Dvalid from Monday, May 13, 2019 4:29:2..,

Bvalid to Wednesday, May 12, 2021 4:...

DSul:uject barbodtech.com, PositiveS5L, ...

(=] Public key RSA (2048 Bits)

mkpwllqnnn Minital Sianahire Kewv Frcinher |T

30 82 01 0a 02 82 01 01 00 £1 0Of 95 79 cof =

29 0a 2b =¥ 37 28 3o be 8c 69 08 la 0b a2 |

b3 o6 d7 e0 £3 56 dd &c 4a 79 23 =3 bk Za ‘E‘

ba 45 66 38 64 43 67 63 £0 26 3b 75 3b =0 |

7a bb =1 90 75 4b 29 £7 8= cb 53 86 =f fc

bf aa 40 b4 72 59 ba 61 14 47 4f 3= b d9

ff 44 £2 64 ef 46 15 54 cod 91 O= da 99 cl

7a 82 f0 ce a9 32 48 48 de 9a 3f ab 9= T

ff 9a &7 G6 06 dl £3 a1 03 8d 93 8= 09 be ~
Edit Properties... [ Copy to File. .. ]

Learn more about certificate details

Certificate Iﬁ

General |De13i|s | Certification Path

ﬁ Certificate Information

This certificate is intended for the following purpose(s):
» Ensures the identity of a remote computer

Issued to: barbodtech.com

Issued by: Kaspersky Anti-Virus Personal Root Certificate

valid from 5/ 13/ 2019 to 5/ 12/ 2021
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B . . nfluencer Marketing - Tomos: x
&0
\ <« i @ Tomoson LLC [US] https://www.tomoson.com

&Nﬂ;&rmr b
A \ < & A Not Secure  hBips://www.tomoson.com
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Privacy error X

&« C' | A Notsecure | hitps://hhtp.badssl.com e O :

A

Your connection is not private

Attackers might be trying to steal your information from hhtp.badssl.com (for example, passwords,
messages, or credit cards). Learn more
MNET::ERR_CERT_AUTHORITY_INVALID

O Automatically send some system information and page content to Google to help detect dangerous apps and
sites. Privacy policy

ADVANCED BACK TO SAFETY

13 nastooh@aut.ac.ir




PKI £a 001 il ils

s29oL S LSl o

PKI o ol Kal, v
sl OSSO
855 el > GLCA g o 0
(5 ) 555 Jols 5900 5| o |y aolisalss S5 55 oo
(8ae o 393>) oa,lo PKI (gl ain ) cpais Lis o Lasly @
5 9 s GoDaddy .Cacert Merisign ol »

9> Jyaze sl 4555 4 b (0o slalBl e 3 L) 5 59,0 ooiiS oy slo 5,5
@ g dnls gy 5l (B)ais, coges oo s il o 4 g3l a5 as 2l)b ||
Lol allls 0g2rg o jlial o 5 50 (2,8 (o &5

5 P Sleslig b o550 St 4y slotiel 6oy (i jliel sl STo S )90 @
WSS o ST S )5 5l eass slaie

14 nastooh@aut.ac.ir



PKI £a 001 il ils

s29oL S LSl o

PKI o ol Kal, v
faiS CA el @ pla8l b S 4> tope Jlgoo ©
fole ol 3l o
T mSsls o &)lys b adlas sla o8

D5 slo 55

ugl.o_a.o 093 J‘9“"" ).3‘).3 o ol LSLQ)}.ZS)Q ‘DO)A (SR le.c'bd)s.lg) O

Dgds o JuSis PKI
15 nastooh@aut.ac.ir



PKI £a 001 il ils

9oL 2SSl
PKI o ol Kal, v

ol lp eeie slas )5 (] slo aslialss § PRI g5Lo 0oLy 51 s ©
Al jgeaie Gled oo

e cog Gy 5l oyl ol ) @
6L€b uLw.’> 6‘).3 d.al..a)?m uLC)Lb‘ ).:l.w 9 l.cmﬁ.w UQJS Jd.s 9 0)>
3o le cb...a).....a‘ Lg).g)lf
Sl sl ST »
5yl 6l »

L;iug)..ﬂ‘ slrolo,l,8 slaal @
Syl sla S sladl @

16 nastooh@aut.ac.ir



PKI £a 001 il ils

s29oL S LSl o

PKI o ol Kal, v
b aslialss Ul O

£2,5 Jbl (hds j2 ) 1) 4ol olsS S, casga I og; ol (oo LT
05&: C)Ja.o 6)‘d).g NS u?uyv..o >
il L3 aelialss Jlal olalgs g aid) of 185 o pogas oS L P

17 nastooh@aut.ac.ir



PKI £a 001 il ils

s29oL S LSl o

s aslialss JUl ©
CRL (Certification Revocation List) ;I estac! ©

ol 51 g ailys; (i b (K2im ke soslite 5 plite 5k 4 L CA 2 >
A8 iiie Sz do cadio 4) Wil eals bl aS ol

A S g 03,5 dobils |, CRL lusl caslialsd S 5l oalaul 51 Ld wiilsee ol 8 >

Sz cadSs CRL Ll g0 oo yley o i lgaw 2

s g0y ColiS 08 4 by nl JS 50 2

OCSP (Online Certificate Status Protocol) I colal ©
J
Ao 659] gox 1y 00l Jbob (slo dalialss ples a5 oMl gy o9 o P
IRCJUC PR VPSP OCSP ;! Ll yo coloziel & s o el 5l s b ol IS >
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Version

Certificate serial number

Version 1
Signature algorithm identifier

Period of validity Version 2

L aslialss o)

Subject Name

Public key Information v Version 3

Issuer Unique ID

Subject Unique ID v

Extensions

All versionsI Signature
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[1] William Stallings, “Cryptography and Network Security,” 7t ed.
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